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BQ THONG TIN VA TRUYEN THONG

'BQ THONG TIN CONG HOA XA HQI CHU NGHIA VIET NAM
VA TRUYEN THONG Pjc ldp - Ty do - Hanh phiic
Sb: 22/2013/TT-BTTTT Ha Néi, ngay 23 thang 12 nam 2013
THONG TU

Ban hanh Danh muc tiéu chuin k¥ thuat
vé img dung cong nghé thong tin trong co quan nha nwéc

Can cir Ludt Cong nghé thong tin ngay 29 thang 6 ndm 2006,

Cdn cir Nghi dinh s6 64/2007/ND-CP ngay 10 thang 4 ndm 2007 cua Chinh
phii vé tmg dung cong nghé thong tin trong hoat dong cua co quan nha nuoc;

Céin ctr Nghi dinh s6 102/2009/ND-CP ngay 06 thang 11 ndm 2009 ciia Chinh
phii vé quan Iy dau tw ung dung cong nghé thong tin su dung nguén vén ngan sdch
nha nuoc;

Can cir Nghi dinh s6 132/2013/ND-CP ngay 16/10/2013 cia Chinh phu quy
dinh chic ndng, nhiém vy, quyén han va co céu 16 chire cia By Thong tin va
Truyén théng;

Theo dé nghi ciia Vu truomg Vu Khoa hoc va Cong nghé,

B truomg Bé Thong tin va Truyén thong ban hanh Théng tw ban hanh Danh
muc tiéu chuén ky thudt vé img dung cong nghé thong tin trong co quan nha nudc.

Piéu 1. Ban hanh kém theo Thong tu nay Danh muyc tiéu chuan ky thuat vé
irng dung cdng nghé thong tin trong co quan nha nudc.

Pidu 2. Danh muyc tiéu chuin k¥ thuit nay bao gdm céc tiéu chudn bét budc ap
dung hodc khuyén nghj 4p dung cho hé théng thong tin ciia cic co quan nha nudc
dé bao dam két ndi thong sudt, dong bd va kha niing chia sé, trao d6i thong tin an
toan, thun tién gira cac co quan nha nudc va giira co quan nha nude véi t6 chir,
ca nhan.

Danh muc nay ciing dugc 4p dung dé lam can ci trong thuc hién khéo sét, thiét
ké so bo khi chuén bi ddu tur va thiét ké thi cong khi thye hién dau tu trong cdc du
4n tmg dung cong nghé thdng tin sir dung nguén von ngén sach nha nudc.

Piéu 3. Hé thdng thong tin cla cac co quan nha nudc dang hoat dong hodc
trién khai trudc ngay Thong tu ndy cé hiéu luc thi hanh can dugc ra soat va co 1o
trinh chuyén ddi, nang cip phu hop véi quy dinh tai Théng tur nay.
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Piéu 4. Vu Khoa hoc va Céng nghé c6 trach nhiém chu tri, pl}c‘:{ri hgp véi cac
don vi lién quan dinh ky ra soat, cdp nhat danh muc céc tiéu chuin ky thuit quy
dinh tai Thong tir ndy.

Cuc Tin hoc héa c6 trach nhiém huéng din viéc ap dung cac tiéu chuan ky
thuat quy dinh tai Thong tu nay.

Diéu 5. Thong tu ndy c6 higu lyc thi hanh ké tir ngay 15 thang 02 ndm 2014 va
thay thé Thong tu s6 01/2011/TT-BTTTT ngay 04 thang 01 nam 2011 ciua B
truéng B Thong tin va Truyén thong cong bo Danh muc ti€u chuan vé img dung
cong nghé thong tin trong co quan nha nudc.

Pidu 6. Chanh Vin phong, Vu trudng Vu Khoa hoc va Cong pghé, Cuc truéng
Cuc Tin hoc héa, Thu trudng céc co quan, don vi thugc B, céc td chirc va ca nhén
c6 lién quan chiu trach nhi¢m thi hanh Thong tu nay./.

BOQ TRUOGNG

Nguyén Bic Son
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) DANH MUC
TIEU CHUAN KY THUAT VE UNG DUNG CONG NGHE THONG TIN
TRONG CO QUAN NHA NUGC

(Ban hanh kém theo Thong tu sé 22/2013/TT-BTTTT ngéy 23 thang 12 nam 2013
cua B¢ truomg B Thong tin va Truyén thong)

S6 Loai Ky hiéu Tén ddy di Quy dinh
TT | tiéu chufn | tiéu chuin ciia tidu chuén ap dung
1 |Tiéuchudnvékétnsi
Truyén siéu Hypertext Transfer ;o
M lvanban [ FTPYET | protocol version 11 | PP fpdine
FTP File Transfer '
______________________ Protocol .......|Batbudcap dung mt
hoc c4 hai tiéu chuan
HTTP v1.1 Hypertext Tr?nsfer
A en o Protocol version 1.1
1.2 [ Truy€n t€p N [---eooeeemmmeeme e
Web-based
Distributed £ .,
WebDAV Authoring and Khuyeén nghi ap dung
Versioning |
RTSP Real-time Streaming Khuy én nghi ép dung
Truyén,phat || Protocol
ludng 4m Real-time Transport £ .
" | thantvhinh | *7 Protocol | KIWEnnENAp g
amh [ | Real-time Control —
RICP  pmoocol | Knuvénnehiipdung
Simple Mail Transfer
Truyén thuy | SMTP/ Protocol/Multipurpos | . ., .
] Bét budc ap dun
L4 dien tir MIME e Internet Mail veap Ane
4 Extensions |
. POP3 Post Office Protocol
Cung cap version 3 Bit buc 4p dung ca
dich vutruy [----mrmrmemmemses oo e ‘« sim 2 k. .
1.5 ap hop thur Internet Message hai tiéu chuan do6i vai
c . .
dién tir IMAP 4revl | Access Protocol mdy chu
version 4 revision |
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So Loai Ky hi¢u Tén diy di Quy dinh
TT | tiéu chuin | tiéu chuén ciia tiéu chuin ap dung
Trav ci Lightweight ‘
1.6 | Y P | IDAPvV3 |Directory Access | Bét bugc 4p dung
thu muc ry Acc
____________________________________________________ Protocol version3 | ..
Dich vy Domain Name . A .
L7 |enmign PN ) System | PAtbudcdpdung
18 | e s ée | TCp Transmission Bt budc 4p dun
’ néi gcoxe Control Protocol uoc ap cung
......... Glaovén
1.9 | mang khéng | UDP I;:;;g:l]tagr am Bit bugc ap dung
_________ ketnoi e
L IPv4 il;ﬁzr;itfrotocol Bit budc ap dung
I€nmang [ e b e e e e
L10 LAN/WAN Internet Protocol Bﬁt b}lQC ap d".mg, do:.l
IPv6 version 6 vdi cac thi€t bi co ket
....................................................................................... noiIntermet
Institute of Electrical
[EEE and Electronics Bét budc 4p d
802.11¢g Engineers Standard uocap cung
.11 |Mangeuchbo | ] (IEEE)802.11g | o]
" | khdng day Institute of Electrical
IEEE and Electronics Khuvé hi 4p d
802.11n Engineers Standard uyen nght ap dung
.................................................... (IEEE)802.1In | .
Truy cédp
Internet Wireless Application | Lz, . .
112 vai thiét bj WARNZ0 Protocol version 2.0 Bat bude ép dung
Khongddy | o
Simple Object
SOAP v1.2 | Access Protocol
_____________________ version1.2
Web Services .
| 13 | Dich vy WSDL v1.1 | Description Bat buge 4p dung
121 Web Language version 1.1 | MOt hai hodc ca ba
"""""""""""""" T eereeeeeeeeeeeeool 118U chuén
Universal
UDDI v3 Description,
Discovery and

Integration version 3
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S6 Loai Ky hiéu Tén diy da Quy dinh
TT | tiéu chudn | tiéu chuén ciia tiéu chuén ap dung
Dich vu dong Network Time ‘1o
114 bomoigian |NU Y2 | Protocol version3 | PHPWCIANE
_2_|Tiéuchuin vé tich hgpdirlign
XML v1.0 | Extensible Markup
Ngon ngir (5™ Edition) | Language version 1.0
2.1 |dinhdang | | (s"Edition) Bét budc ap dung
vén ban XML vl.1 | Extensible Markup
..................................................... Languageversion1.1| ...
Ngén ngix ’
dinh dang TCVN Ng6n ngir danh dau ,
2.2 |vanbancho |[ISO/TS mé rong kinh doanh | Bat budc ap dung
giao dich 15000:2007 | dién tir (ebXML)
......... dignt |,
Pinh nghia
cac lugc @6 | XML XML Schema c
23 trong tai liéu | Schema v1.0 | version 1.0 Bit buge 4p dung
_________ XML e
5 4 Bién ddi XSL Extensible Stylesheet | Bit budc 4p dung
Ljdulign 4T | Language .. ..rnn PHIEN baN MO nht
""""" M6 hinh héa Unified Modellin .
25 |adituomg | "M% | Language version 2,0 | KMYEr neh 2 dung.
MG ta tai _
o Resource Description £ .
2.6 nguyén dir |RDF Framework Khuyén nghi 4p dung
________ g
8-bit Universal
) ox Character Set
2.7 Ermh dien | UTF-8 (UCS)/Unicode Bit budc 4p dung
¢ ky twr Transformation
________________________________________ Format s
Khuén thirc
PR Geography Markup A g
2.8 trao @01 ,thong GML v3.3 L anguage version 3.3 Bit budc ap dung
......... indialy |
Truy cdpva | wMS v1.3.0 OpenGIS Web Map | s, budc ap dung
5o |capnhdteic | | Service version 1.3.0 | e
tl}ong tin dia WES v1.1.0 Web. Feature Service Bt budc 4p dung
ly version 1.1.0
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S6 Loai Ky hi¢u Tén diy di Quy dinh
TT | tiéu chuin | tiéu chuén ciia tiéu chuin ap dung
Trao ddi dir
XML Metadata : .
2.10 | liéu dic ta XMIv 2.1 ctadata Khuyén nghi 4p dung
e qen Interchange version 2.1
_________ ailijn XML |
3 | Tiéu chun vé truy cp théngtin
Chudn ndi | HTML Hypertext Markup o
20 | dungweb |vaor | Language version 401 | -+ 00¢ P dung
Chuan noi XHTML Extensible Hypertext .
3.2 | dung Web Vi1 Markup Language Bit budc ap dung
_________ morng | fersion Ll
Cascading Style
C CSS2 Sheets L .
33 Giao dién LeiZlSSZ anghage Bit budc ap dung mét
T ngudi dung [ e trong hai tiéu chuén
XSL Extensible Stylesheet
_____________________________________________________ Language version | o]
Dinh dang Plain Text
(.txt): Danh cho céc . .
(X0 tAi lidu co ban khong | Tt 0u0¢ &P dung
_____________________ |edcautrbe |
Dinh dang Rich Text
(.rtf) phién ban 1.8,
(rtf)  v1.8,|1.9.1: Danh cho cac | Bat bujc ap dung
v1.9.1 tai lidu co thé trao
ddi gifra céc nén
34 |Vanban || Khacnhaw |
Dinh dang vén ban
Word ctia Microsoft z .,
(.docx) (.docx) phién ban Khuyén nghi 4p dung
Word 2007
Dinh dang Portable
.pd 14, D t (. : , n
(pdf) v 9‘3“““?“ (-pdf) Bit budc 4p dung mdt,
vl.5, vl.6,|phiénbéan1.4,1.5, hai hodic ¢4 ba tidu chu
v1.7 1.6, 1.7: Danh cho 4 caba icu cudn

cac tai liéu chi doc
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S6

Loai
tiéu chuin

Ky hi¢u
tiéu chuéin

Tén day da
ciia tiéu chuén

Quy dinh
ap dung

3.5

3.6

Bang tinh

Trinh dién

......................

......................

.....................

(.csv)

----------------------

DPinh dang van ban
Word cia Microsoft
(.doc) phién ban
Word 1997-2003

DPinh dang Open
Document Text
(.odt) phién ban 1.1

Pinh dang Comma
eparated
Variable/Delimited
(.csv): Danh cho cac
bang tinh can trao
ddi giira cac img
dung khac nhau

Pinh dang bang tinh
Excel cia Microsoft
(.x1sx) phién ban
Excel 2007

Pinh dang bang tinh
Excel cia Microsoft
(.xls) phién béan
Excel 1997-2003

Pinh dang Open
Document
Spreadsheets (.ods)
phién ban 1.1

Pinh dang Hypertext
Document (.htm):
cho céac trinh bay
dugc trao ddi thong
qua cac loai trinh
duyét khac nhau

..................................

..................................

...................................

...................................

Bit budc 4p dung mot
hoidc ca hai ti€éu chuin

Bit budc ap dung

...................................
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S
TT

Loai
tiéu chuin

Ky higu
tiéu chuén

Tén diy di
ciia tiéu chuan

Quy dinh
ap dung

3.7

_____________________

Anh d6 hoa

Anh gén véi
toa do dia ly

Phim anh,
am thanh

......................

Dinh dang
PowerPoint (.pptx)
cua Microsoft phién
ban PowerPoint 2007

Dinh dang Portable
Document (.pdf): cho
cac bai trinh bay luu
dudi dang chi doc

Dinh dang
PowerPoint (.ppt)
cua Microsoft phién
ban PowerPoint
1997-2003

Dinh dang Open
Document
Presentation (.odp)
phién ban 1.1

Joint Photographic
Expert Group (.jpg)

Graphic Interchange
(.gif) version 89a

Portable Network
Graphics (.png)

Tagged Image File
Format for GIS
applications

Moving Picture
Experts Group-1

Moving Picture
Experts Group-2

Khuyén nghi 4p dung

Bit budc 4p dung mét,
hai hodc ca ba tiéu
chuan

Bit budc ap dung mét,
hai, ba ho3c ca bén
tiéu chuan

Khuyén nghi ap dung
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S6 Loai Ky hiéu Tén diy da Quy dinh
TT | tiéu chuin | tiéu chuén cila tiéu chuén ap dung
MPEG-1 Audi .
MP3 Laye:}3 udio Khuyén nghi ap dung
Advanced Audio p ..
AAC Coding Khuyén nghi ap dung
(ash), Cé:c dinh dan.g cia
(.wma) Microsoft Windows Khuvén nehi 4p d
( wmv), Media Player (.asf), yen nghi ap cung
(.wma), (.wmv)
Ludng phim Céc dinh dang Real
oS PAIR 1 (ra), (.rm), . .
3.10 | anh, 4m (.ram) Audio/Real Video Khuyén nghi ap dung
thanh ) ; ('ra)’ ('m)s (.ram), |
(.-rmm)
______________________ Crmm)
(-avi), Céc dinh dang Apple
(.mov), Quicktime (.avi), Khuyén nghi ap dung
________ Cay o emov), A
Graphic Interchange 2 -
O v |(giversionssa | TEmnEN A AnE
DPinh dang
(.swf) Macromedia Flash Khuyén nghi ap dung
Cswh) e
3.11 | Hoat hoa Pinh dang
(.swf) Macromedia Khuyén nghi 4p dung
Shockwave (swf) |
: Cac dinh dang Apple
E':;)’)('qt)’ Quicktime Khuyén nghi 4p dung
oY (avil(g)(mov) |
Chuén ndi
dung cho Wireless Markup tr oA
£ . Bitb d
B2 piscvidi | VMEV20 ) neuage version 2.0 1oc ap dung
dong
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S6 Loai KY hi¢u Tén diy di Quy dinh
TT | tiéu chudn | tiéu chuin ciia tiéu chuén ap dung
American Standard
oOkytuva | ASCII . c .,
3.13 B? ky i SC Code for Information | Bat budc ap dung
mé hoa
..................................................... Interchange o
B ky tr v TCVN 6909:2001
TCVN “Cong nghé théngtin | . = . |,
. i Bit b d
314 i?;nhééi‘:tm 6909:2001 | - B ma ky tyr tiéng Hec Zp cung
&Y vigtlebitr |
Zip | Zip (zip) Bét budc 4p dung mjt
3.15 | Nén dir liéu in (. ho#c c4 hai tiéu
én s gz V43 GN[-J Zip (.gz) :
..................................................... version43 |chwan .
Ngén ngit
kich ban ECMAScript version 3 | _,
. ' 262 t budc ap d
316 | hiatinh | FCMA (3" Edition) Bat buge ap dyng
__________ Khach
RSS v1.0 RDF Site Summary
_______________________ version 1.0 | Bit budc ap dung mot
3.17 Chia sé ndi Really Simple trong hai tiéu chuan
" | dung Web RSS v2.0 Syndication version
______________________ 2 e
S ATOM v1.0 | ATOM version 1.0 | Khuyén nghj 4p dung
Java Specification
JSR 168 Requests 168 (Portlet | Bit budc 4p dung
______________________ Specification) |
sz Java Specification
Chuan két .
6 iu;z © JSR 286 Requests 286 (Portlet | Khuyén nghi ap dung
% Specification)
3.18 [dung cOng  [----momesemee e R G A I O e
théng tin Web Services for ’
dién to WSRP v1.0 | Remote Portlets Bit bugc ap dung
ien tu .
______________________ vesion 10
Web Services for
WSRP v2.0 | Remote Portlets Khuyén nghi 4p dung

version 2.0
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Sé Loai Ky hiéu Tén day di Quy dinh
TT | tiéu chuén | tiéu chuén ciia tiéu chuén ap dung
.4 _|Tiéuchuinvé an toan théngtin
Secure Multi-
. purpose Internet . .
a1 A;} tc:an thu | SMIME v3.2 Mail Extensions Bat budc ap dung
e | version32 |
. OpenPGP _ |OpenPGP | Khuyén nghi dp dung
SSH v2.0 izcure Shell vession Bit budc ap dung
47 An toan tang | SSL v3.0 Secure Socket Layer
"~ |giaovgn | | version3.0 Bit budc 4p dung mot
trong hai tiéu chudn
TLS v1.2 Tmns!)oﬂ La}.!er g
____________________________________________________ Security version1.2 |
Hypertext Transfer
HTTPS Protocol over Secure | Bit budc ap dung
An toan
43 | truyén ta SocketLayer o]
' tiny : File Transfer
FTPS Protocol over Secure | Khuyén nghi 4p dung
oo | Socket Layer
An toan Simple Mail Transfer
4.4 |truyénthu | SMTPS Protocol over Secure | Bit budc 4p dung
......... digntx | .......|SocketLayer |
Post Office Protocol
. POPS over Secure Socket
An toan djch . A s n
45 | vutruy Gop  |-eeeeeeeeeeeeee]- Layer oo Bat bugc dp dung mot
' ::l th}:: ® Internet Message hodc ca hai tiéu chuén
op IMAPS Access Protocol over
_____________________________________________________ Secure SocketLayer |
: Domain Name
46 |Antoandich) ussEc | System Security Khuyén nghi 4p dung
vu DNS .
______________________________ Extenssions |
An toan ting | IPsec - IP | Internet Protocol SO
Bit budc ap dun
47 | mang ESP security vdi IP ESP uoc ap cung
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S6 Loai Ky hiéu Tén diy di Quy dinh
TT | tiéu chuén | tiéu chuén ciia tiéu chuin ap dung
An toan
théng tin cho Wi-fi Protected T
Bitb d
48 mang khong WPAZ Access 2 ucc ap Qung
......... day e,
TCVN Cdng nghé thong tin.
7816:2007 K¥ thuat mat ma thudt | Khuyén nghi ap dung
Gisi thudt ' toan ma dir li¢u AES
TTUT OO VROV Bt oohorotor. bt A PR ——
4.9 . Tnple Data Z . .
mahoa |3DES | Bncryption Standard | <MYEN NEM &P AinE.
RSA Rivest-Shamair- Khuyén nghi 4p dyn
) Adleman |7 nemm,
Giai thuat TCVN Céac k¥ thuat mat ma A
: ' : Batb d
10 |ehukyss  |76352007 |-Chiwkyss D0 e
Gidi thwt Secure Hash
4.11 bﬁrm‘cho chir | SHA-2 Algorithms-2 Khuyén nghi ap dung
......... kY SO e
Rivest-Shamir-
Giai thust Adleman - KEM
4.12 s .. |RSA-KEM | (Key Encapsulation | Bit budc ap dung
truyén khoa i
Mechanism) Key
________ e reererereeseseenrsss e LANSPOTt Algorithm |
S;:lﬂ;:h:p Security Assertion
4.13 \ .u, SAML v2.0 | Markup Language Khuyén nghi 4p dung
nguoi su .
version 2.0
_________ dung e
ML
X : XML Encryption
Encryption ; .
Syntax and Bat budc ap dung
Syntax and .
Antoan trao | Pprocessing Processing
4.14 d(;)l bé,n tln .........................................................................................
XML .
XML , XML Signature
Signature Syntax and Bit budc 4p dun
Syntax and yn ) 0c ap cung
Processing

Processing
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Sé Loai Ky hi¢u Tén diy di Quy dinh
TT | tiéu chudn | tiéu chuéin ciia tiéu chuédn 4p dung
Quan ly XML Key
khéa cong Management .
413 | vhaibantin | XEMS V2.0 | g e cification Khuyén nghi 4p dung
......... ML e Yemsion 20 e
Giao thirc an Platform for Privacy
4.16 | toan thong | P3P v1.0 Preferences Project | Khuyén nghj 4p dung
......... tncanhan | lvesionlO .
Ha ting khéa cong khai
Caphdp | ppceyy | Cryptographic
thong diép v1.5 (REC message syntax for
mat ma cho 5 3'1 5) file-based signing
kyvamihéa | 7 .l and encrypting
Cua phap :
: PKCS#15 Cryptographic token
thong tin thé . :
N vl.l information syntax
MAtMA e,
Giao di¢n PKCS#11 Cryptographic token
thémitmd |v211 | interface .
Giaodien | oy cs#12 | Certificate import/
nhép/xuat .
. v1.0 export interface
chimgthw |
Khuén dang Co6ng nghé thong tin 2 .
danhsich | TCVN - Khuon dang danh | KBUYen nghi ap dung
417 chimg thu sb | 8067:2009 | séch chimg thu s bj
thubdi L] thubdi
Khuon dang [TCVN | Congnehé thong tin
chimg thu s6 | 8066:2009 pn CRng cltme
____________________________________________ hesd e
Yéu cdu PKCS#10v1.7| . .. .
chimg thye | ®FC2985) | Cortfication rediest
Giao thirc -
trang thai On-line Certificate
chimg thu RFC 2560 status protocol
tryc tuyén
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So Loai Ky hiéu Tén ddy da Quy dinh
TT | tiéu chuin | tiéu chuén ciia tiéu chuéin ap dung
Giso thic Time stampin
ghn tem théi | RFC 3161 .
: protocol
R SN S RUree ORI TR PSR
Codng nghé thong tin
TCVN - Ky thuat mat mé -
Dich vu tem théi gian
T815°1:2007 Phan 1: Khung tén
Dich vutem | TCVN it s 1ong
thoi gian 7818-2:2007 — Phin 2: Co ché token
TCVN doc lap
7818-3:2010 | b3 3: Co ché tao
____________________________________________________ thelienket |
An toan cho | WS-Security | Web Services 2 .,
#18] gich vu Web [ v1.1 Security version 1.1 | -1uyen nghi ap dung
BQ TRUONG
Nguyén Biic Son
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